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Abstract: Pairings are particular bilinear maps, and they have been defined based on elliptic curves which
are abelian groups. In cryptography and security problems use these pairings. Mrabet et al. proposed
pairings from a tensor product of groups in 2013. Also Mahalanobis et al. proposed bilinear cryptography
using groups of nilpotency class two in 2017. In this paper, I develop a novel idea of a bilinear cryptosystem
using Lie algebras from p-groups. First the researcher proposes pairing on Lie algebras from elliptic curves,
and then pairings that can be constructed on Lie algebras from some of the non-abelian p-groups.
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Introduction

Pairing-based cryptography is a major area of research in public key cryptography. The security of
pairing-based cryptosystems relies on the diﬃculty of solving various computational problems [23, 32].
Some of these computational problems have only been very recently proposed, and there have been little
security in the literature of whether they are truly diﬃcult. Bilinear maps were originally introduced in
cryptography in order to solve the discrete logarithm problem. Bilinear or pairing based cryptosystems
are used in many practical situations such as identity based encryption, see [10], short singnatures, see [6]
and tripartite Diﬃe-Hellman key exchange, [14, 2].
I am not going to survey all of pairing-based cryptographic protocols but will refer the reader to [3].
Developments in mathematical and computational cryptanalysis (see [5, 34, 16]) have renewed interest in
developing new cryptographic methods. These methods include public-key cryptography based on hidden
monomial systems, combinatorial-algebraic systems, and the theories of elliptic and hyperelliptic curves
(see [18]). Many pairings considered in the literature are naturally associated with some objects arising in
algebraic (projective) geometry such as elliptic curves and some generally abelian varieties.
More recently pairings over more general abelian varieties have been proposed [20] and even based
on dot-product [29] for homomorphic encryptions. Also group theorist proposed pairings from a tensor
product point of view in [22, 31], and bilinear cryptography using groups of nilpotency class 2, [21]. In
this paper I propose a new construction of pairing, which is based on Lie algebras from p-groups.
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An Introduction to Pairing-based Cryptography

In this section, I describe the bilinear pairing assumptions. We begin with the abstract pairing requirements
and bilinear maps used in cryptographic protocols.
Let (G1 , +) and (G2 , +) be two additive cyclic groups of prime order q, with G1 = ⟨p1 ⟩ and G2 = ⟨p2 ⟩,
(GT , .) a multiplicative cyclic group of order q with GT = ⟨g⟩. We write as usual 0 for the identity elements
of G1 , G2 and 1 for GT .
A pairing or a bilinear map is a map eb : G1 × G2 → GT with the following properties:
′
′
1) bilinearity: For all p1 , p1 ∈ G1 , p2 , p2 ∈ G2 , eb is a group homomorphism in each component, i.e.
′
′
e(p1 , p2 ).
a) eb(p1 + p1 , p2 ) = eb(p1 , p2 ).b
′
′
b) eb(p1 , p2 + p2 ) = eb(p1 , p2 ).b
e(p1 , p2 ).
2) non-degeneracy: eb is non-degenerate in each component. i.e.
a) For all p1 ∈ G1 , p1 ̸= 0, there is an element p2 ∈ G2 such that eb(p1 , p2 ) ̸= 1,
b) For all p2 ∈ G2 , p2 ̸= 0, there is an element p1 ∈ G1 such that eb(p1 , p2 ) ̸= 1,
3) computability: There is an eﬃcient algorithm to compute eb(p1 , p2 ) for all p1 ∈ G1 , p2 ∈ G2 .
I remind here the basic facts and definitions of pairing over elliptic curves. Let E be an elliptic curve
over the finite field Fq of characteristic p. The integer r is chosen to be a prime divisor of |E(Fq )|, co-prime
with p. A pairing is usually defined over the points of r-torsion of E : E[r] = {P ∈ E(F¯q ) : rP = ∞},
Z
Z
where ∞ is the point at infinity of the elliptic curve. We know that E[r] ∼
× rZ
[31, Chap III, Cor 6.4].
= rZ
The embedding degree k of E relatively to r is the smallest integer such that r divides q k − 1. A result
of Balasubramanian and Koblitz [31] ensures that, when k > 1, all the points of E[r] are rational over the
extension Fqk of degree k, i.e. E[r] = E(Fqk ). The group G1 is then the subgroup generated by a point
P ∈ E(Fq ) of order r. The subgroup G2 is chosen as another subgroup of order r of E[r], a popular choice
is the subgroup generated by a point Q of order r over E(Fqk ) such that π(Q) = qQ, where π represents
the Frobenius endomorphism over Fq , the group GT is the unique subgroup of order r of F∗qk ( it exists
and is unique because r divides (q k − 1) and F∗qk is a cyclic group. ) This choice of subgroups may be
seen as the restriction to G1 × G2 of the Weil pairing on E[r] × E[r], or the Tate pairing, or one of its
variant (reduced Tate, Ate, twisted Ate, optimal pairing or pairing lattices). The Miller algorithm is used
to compute all these pairings [11].
The original objective of pairing in cryptography was to solve the discrete logarithm problem. The
pairing shifts the discrete problem from a subgroup over an elliptic curve to a discrete logarithm problem
over a finite field. The interest is that the discrete logarithm problem is easier on finite fields compared
to elliptic curves [23]. Also in pairing based cryptosystems we have MOV attack [23] on the elliptic curve
discrete logarithm problem. The attack was first envisioned by Gerhard Frey. The idea was to use the
bilinear properties of the Weil pairing to reduce a discrete logarithm problem in an elliptic curve over a finite
field Fq to a discrete logarithm problem in Fqk . It is known [24] that most of the time for non supersingular
curves, this k, the embedding degree is very large. Later, the pairings were used to compose the tripartite
Diﬃe-Hellman key exchange [14]. It was a simplification of the Diﬃe-Hellman key construction between
three entities. Let A, B and C be three users who want to set up a common secret key among themselves.
Then choose three integers α, β and γ respectively and keep it a secret. They then compute αg, βg and γg
respectively from the public information G = ⟨g⟩ and broadcast this information over the public channel.
The user A on receiving βg and γg can compute eb(βg, γg)α using his private key α. The same thing can be
computed by B and C by using the public information of the other two users and his private information.
The common key becomes eb(g, g)αβγ . All is well and nice in what we just said, except that eb being an
alternate (skew-symmetric) map, eb(g, g) = 1. There are many approaches to solve that problem, one was
proposed by Joux [14] and others using a distortion map. In the interest of brevity of this paper I won’t go
into further details of pairing based cryptosystems using elliptic curves. I will propose Lie algebras from
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p-groups instead of elliptic curves. Nowadays, pairings are used for several protocols such as identity based
cryptography [7] or short signature schemes [15]. The security of pairing-based cryptography lays on the
discrete logarithm problem over the three groups G1 , G2 and GT , (see [8]).

3

Lie algebra

A Lie algebra is a vector space L over a field F with an operation [., .] : L × L → L, which we call a
Lie bracket, such that the following axioms are satisfied:
1) It is bilinear,
2) It is skewed symmetric: [x, x] = 0 which implies [x, y] = −[y, x] for all x, y ∈ L,
3) It satisfies the Jacobi Identity: [x, [y, z]] + [y, [z, x]] + [z, [x, y]] = 0.
If you want to know more about Lie algebra, you can see [12].

3.1

Lie algebras from p-groups

A group G is said to be a finite p-group if G has pk elements, where p > 0 is a prime. For a group
H, we denote H p the subgroup generated by all hp for h ∈ H. Let G be a p-group. We define a series
G = k1 (G) ≥ k2 (G) ≥ ... by kn (G) = (kn−1 (G), G)km (G)p , where m is the smallest integer such that
pm ≥ n. This series is called the Jennings series of G. You can see [17] for more information about the
construction of this series.
Theorem 3.1. [17] We have
1) (km (G), kn (G)) ≤ kn+m (G)
2) kn (G)p ≤ knp (G).
km (G)
Set Gm = km+1
. Then by Theorem (3.1), all elements of Gm have order p, and Gm is abelian.
(G)
Now since any abelian group the direct product of cyclic group of order p, i.e., Gm = H1 × ...Hk where
nk
Z
1
Hk ∼
. Now fix a generator hi of Hi . Then any element in Gm can be written as hn
= pZ
1 × ... × hk , where
0 ≤ ni ≤ p − 1. Set Vm = Fkp . Then we have an isomorphism σm : Gm → Vm of Gm onto the additive
nk
πj
1
group of Vm . It is given by σm (hn
Gj →σj Vj ,
1 × ... × hk ) = (n1 , ..., nk ). For j ≥ 1, we let Tj : kj (G) →
where πj is the projection map.
Set L = V1 ⊕ V2 ⊕ .... Then L is a vector space over Fp . We fix a basis B of L that is the union of bases
of the components Vm . Let x, y ∈ B be such that x ∈ Vi and y ∈ Vj . Furthermore, let g ∈ ki (G) and
h ∈ kj (G) be such that Ti (g) = x and Tj (h) = y respectively. Then we define [x, y] = Ti+j ((g, h)).
This product is well-defined, i.e. [x, y] does not depend on the choice of g, h. This follows from the identity
(g, f h) = (g, h)(g, f )((g, f ), h), which holds for all elements f, g, h in any group.

Lemma 3.2. [17] For x, y ∈ B, we have that [x, x] = 0 and [x, y] + [y, x] = 0.
Proof. Let x ∈ Vi and y ∈ Vj . Let g ∈ ki (G) and h ∈ kj (G) be pre-images of respectively x under Ti and
y under Tj . Then
[x, x] = T2i ((g, g)) = T2i (1) = 0 and
[x, y] + [y, x] = Ti+j ((g, h)) + Ti+j ((h, g)) = Ti+j ((g, h)(h, g)) = Ti+j (1) = 0
Lemma 3.3. [17] For x1 , x2 , x3 ∈ B, we have
[x1 , [x2 , x3 ]] + [x2 , [x3 , x1 ]] + [x3 , [x1 , x2 ]] = 0
Proof. Suppose that xi ∈ Vmi for i = 1, 2, 3. Let gi ∈ kmi (G) be a pre image of xi under Ti for i = 1, 2, 3.
Then
[x1 , [x2 , x3 ]] + [x2 , [x3 , x1 ]] + [x3 , [x1 , x2 ]] = Tm1 +m2 +m3 ((g1 , (g2 , g3 ))(g2 , (g3 , g1 ))(g3 , (g1 , g2 )).
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Now the result follows from the fact that
(g1 , (g2 , g3 ))(g2 , (g3 , g1 ))(g3 , (g1 , g2 )) ∈ km1 +m2 +m3 +1 (G).
Corollary 3.4. [17] With the product [ , ] : L × L → L the vector space L becomes a Lie algebra.
Example 3.1. [17]: Let G be the group generated by three elements g1 , g2 , g3 subject to the relations
(g2 , g1 ) = g3 , (g3 , g1 ) = (g3 , g2 ) = 1, g12 = g22 = g3 and g32 = 1. The first relation is the same as
g2 g1 = g1 g2 g3 , whereas the second and third relations allow us to rewrite any word in the generators to an
expression of the form g1i1 g2i2 g3i3 (*).
Using the remaining relations, we can rewrite this to be a word of the form (*) where 0 ≤ ik ≤ 1. Hence
G contains 23 = 8 elements. The Jennings series of G is k1 (G) = G, k2 (G) = ⟨g3 ⟩, and k3 (G) = 1. So
G1 = ⟨gG3 ⟩ = ⟨ḡ1 , ḡ2 ⟩, where ḡ2 .ḡ1 = ḡ1 .ḡ2 . Therefore G1 = {1, ḡ1 , ḡ2 , ḡ1 ḡ2 }. Let V1 be a 2-dimensional
vector space over F2 spanned by {e1 , e2 }. Let σ1 : G1 → V1 be the morphism given by σ1 (ḡi ) = ei , i = 1, 2
(so σ(ḡ1 ḡ2 ) = e1 + e2 ). Also we have that G2 = ⟨g13 ⟩ = {1, g3 }. Let V2 be a 1-dimensional vector space
over F2 spanned by e3 . Then σ2 : G2 → V2 is given by σ2 (g3 ) = e3 . Now let L = V1 ⊕ V2 . We calculate
the Lie product of e1 and e2 :
[e1 , e2 ] = T2 ((g1 , g2 )) = T2 (g3 ) = e3 .
Similarly it can be seen that [e1 , e3 ] = [e2 , e3 ] = 0.

4

The central idea

In the previous section, we explained the Lie algebra that can be constructed from p-groups. In this
section I propose two pairings that can be defined on Lie algebras.

4.1

The First Proposed pairing On Lie algebra From P-groups

Let F be any field. Let L be a d-dimensional Lie algebra over F. Its (algebraic) dual L∗ is the Lie algebra
HomF (L, F) = gl(L) of all linear forms. We observe that L separates the points of L∗ since if a ∈ L is
non-zero, then it belongs to some basis of L over F so that we may choose a linear map l : L → F such
that l(a) ̸= 0 and l takes any value for the other elements of the basis. Therefore the F-bilinear form
⟨. | .⟩ : L × L∗ → F given by ⟨a | l⟩ = l(a) is a pairing. Moreover, if (ei )di=1 is a basis of L over the base
field, then for each j = 1, ..., d, we may define a linear form ej ∈ L∗ by the relations ej (ei ) = 1, if j = i,
and 0 otherwise. It turns that (ei )di=1 is a basis of L∗ over F called the dual basis of (ei )di=1 and that
L∼
= L∗ (as Lie algebras). Under the isomorphism ei → ei , the pairing becomes ⟨a|b⟩ = Σdi=1 ai bi , where
ai = ei (a), bi = ei (b) for each i = 1, ..., d, and we recover the usual dot-product of Fd .
Remark. The above construction works in particular when F is the finite field Fpn with pn elements of
characteristic p. In this case, any finite-dimensional vector space is actually finite, and we obtain a pairing
between finite Lie algebras (and therefore finite abelian groups). When n = 1, we recover the construction
of ”dual pairing vector space” from [29, 30].
Let L be a Lie algebra from a p-group that defined in section 3. There are plenty finite p-groups. So, it
is a natural choice to investigate p-groups that the discrete logarithm problem is hard. Let E be an elliptic
curve over the finite field Fq of characteristic p, i.e. q = pn . The embedding degree k of E relatively to r is
the smallest integer such that r divides q k − 1. A result of Balasubramanian and Koblitz [31] ensures that,
when k > 1, all the points of E[r] are rational over the extension Fqk of degree k, i.e. E[r] = E(Fqk ). We
can consider the subgroup E[r] of the elliptic curve. It is a p-group and we can use the process of section
3 to build Lie algebra from it. In fact we can use Fpkn -bilinear form ⟨. | .⟩ : L × L∗ → F∗pkn .
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The Second Proposed Pairing On Lie Algebras From non-abelian
P-groups

We consider eb : L × L → L, where L is a Lie algebra from p-groups of section 3, and for every x, y ∈ L,
(x, y) → [x, y], is a bilinear map. For p-groups we consider non-abelian p-groups such as non-abelian groups
of order pn , n = 3, 4, 5 and 6 where the construction have found up to now, you can see [13, 9]. Also
there are papers for construction of groups p7 , p8 and p9 in special cases [28, 35, 19].
Diﬀerent types of non-abelian groups of order pn , p an odd prime:
I. n = 3, two types:
2
(i) xp = e, y p = e, y −1 xy = x1+p ,
p
(ii) x = e, y p = e, z p = e, z −1 yz = yx, z −1 xz = x, y −1 xy = x.
Non-abelian groups of order 23 , two types:
(i) identical with I (i), writing 2 for p,
(ii) x4 = e, y 4 = e, y −1 xy = x−1 , y 2 = x2 .
II. n = 4, ten types, p an odd prime:
3
2
(i) xp = e, y p = e, y −1 xy = x1+p ,
p3
p
p
−1
(ii) x = e, y = e, z = e, z yz = yxp , y −1 xy = x, z −1 xz = x,
2
2
(iii) xp = e, y p = e, y −1 xy = x1+p ,
2
(iv)xp = e, y p = e, z p = e, z −1 xz = x1+p , x−1 yx = y, z −1 yz = y,
this group (iv) being the direct product of {y} and {x, z},
2
(v) xp = e, y p = e, z p = e, z −1 xz = xy, y −1 xy = x, z −1 yz = y,
(vi), (vii), (viii),
2
xp = e, y p = e, y −1 xy = x1+p , z −1 xz = xy, z −1 yz = y, z p = xap ,
where for (vi) a = 0, for (vii) a = 1, for (viii) a = any non-residue, (modp),
(ix) xp = e, y p = e, z p = e, tp = e, t−1 zt = zx, t−1 yt = y, t−1 xt = x, z −1 yz = y, z −1 xz = x, y −1 xy = x,
this group (ix) being the direct product of {y} and {x, z, t},
Non-abelian groups of order 24 , nine types:
(i), (ii), (iii), (iv) and (v) identical with II (i), (ii), (iii), (iv) and (v) respectively, writing 2 for p,
(vi) x4 = e, y 4 = e, z 2 = e, y −1 xy = x−1 , y 2 = x2 , z −1 yz = y, z −1 xz = x,
this group (vi) being the direct product of {z} and {x, y},
(vii) x3 = e, y 2 = e, y −1 xy = x−1 ,
(viii) x3 = e, y 2 = e, y −1 xy = x2 ,
(ix) x3 = e, y 4 = e, y −1 xy = x−1 , y 2 = x4 .
We refer the construction of groups p5 and p6 to [13]. More recently, practical algorithms have been
developed to construct the groups of a given order, such as the p-group generation algorithm of Newman
[26] and O’Brien [27]. We can construct the Lie algebra from these p-groups similar example (3.5). So
these pairings are computable. Also they are bilinear, from the bilinearity of Lie algebras. Since the pairing
have to be non-degeneracy, we should select the non-abelian p-groups that no two elements commutate
2
with each other. For example the group xp = e, y p = e, y −1 xy = x1+p , for the groups of order p3 .

5

conclusion

Pairing is an important concept in security communications and cryptography. There are many papers
that have defined on elliptic curves. Recently some researchers have proposed pairing on tensor products of
groups [22] and groups of nilpotency class 2 [21]. In this paper I propose bilinear pairings on the Lie algebras
form p-groups instead of groups. These pairings are bilinear and computable. The implementation of them
should be checked out by computer scientification. I hope that they will be useful in security problems
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and cryptography.
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