Vol 2(2), 2021, pp:50-59

DOI:10.30511/mcs.2021.525072.1017

ISSN:2717-2708

MATHEMATICS AND
COMPUTATIONAL http://mcs.qut.ac.ir/

SCIENCES eee Qom University of Technology

The review on elliptic curves as
cryptographic pairing groups

Elaheh Khamseh ®

Abstract: Elliptic curve is a set of two variable points on polynomials of degree 3 over a field acted by
an addition operation that forms a group structure. The motivation of this study is that the mathematics
behind that elliptic curve to the applicability within a cryptosystem. Nowadays, pairings bilinear maps
on elliptic curves are popular to construct cryptographic protocol pairings to help to transform a discrete
logarithm problem on an elliptic curve to the discrete logarithm problem in finite fields. The purpose of this
paper is to introduce elliptic curve, bilinear pairings on elliptic curves as based on pairing cryptography.
Also this investigation serves as a basis in guiding anyone interested to understand one of the applications
group theory in cryptosystem.
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1 Introduction

Cryptography is an evolving field that studies discrete mathematical equations which are representable
by computer algorithms to provide message confidentiality. Modern mathematical cryptography involves
many areas of mathematics, including especially number theory, abstract algebra (groups, rings, fields,
etc.), probability and statistics. In this paper the researcher focuses on elliptic curves groups, that are
used extensively as a based cryptography. Elliptic curve is a study of points on two-variable polynomials
of degree 3 over a field. With a curve defined over a finite field, this set of points acted by an addition
operation forms a finite group structure.

The discrete logarithm problem (DLP) has been studied since the discovery of public-key cryptography
in 1975. Recall that DLP in an additively written group G = (P) of order n is the problem, given P and
Q, of finding the integer x € [0,n — 1] such that @ = xzP. The DLP is believed to be intractable for
certain (carefully chosen) groups including the multiplicative group of finite field, and the group of points
on an elliptic curve defined over a finite field. The closely related Diffie-Hellman problem (DHP) is the
problem, given P, aP and bP, of finding abP. It is easy to see that the DHP reduces in polynomial
time to the DLP. It is generally assumed and has been proven in some cases (e.g. [, B]) that the DLP
reduces in polynomial time to the DHP. The assumed intractability of DHP is the basis for the security of
the Diffie-Hellman key agreement protocol [d]. The objective of this protocol is to allow Alice and Bob to
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establish a shared secret by communicating over a channel that is being monitored by an eavasdropper Eve.

The group parameters n and P are public knowledge. Alice randomly selects a secret integer a €
[1,n — 1] and sends aP to Bob. Similarly Bob selects a secret integer b € [1,n — 1] and sends bP to Alice.
The eavesdropper is faced with the task of computing K given P, a P and bP, which is precisely an instance
of the DHP. The Diffie-Hellman protocol can be viewed as a one-round protocol because the two exchange
messages are independent of each other.The protocol can easily be extended to three parties, as illustrated
by the two-round protocol depicted in the following that Joux[21] devised:

Let (G1,4) and (G2,.) be cyclic groups of prime order n, G = (P) and €: G1 X G1 — G2 be a bilinear
map, consider three parties A, B, C with secret keys a, b, c € Z,,.
. A broadcasts aP to both B, C
. B broadcasts bP to both A, C
. C broadcasts cP to both A, B
. A computes e(bP, cP)®
. B computes &(aP, cP)"
. C computes e(aP,bP)°
. Common agreed key is e(P, P)b.

The protocol is secure against eavesdroppers if the problem of computing (P, P)abc given P, aP,bP,
c¢P and pairing € is intractable. This problem is presumably no easier than DHP. Pairings have been
accepted as an indispensable tool for the protocol designers. There has also been a tremendous amount of
work on the realization and efficient implementation of bilinear pairings using elliptic curves[Z7]. Pairings
in elliptic curve cryptography are functions which map a pair of elliptic curve points to an element of the
multiplicative group of a finite field.

The purpose of this paper is to provide an introduction to elliptic curve groups and pairing-based
cryptography such as Tate and Weil pairing on elliptic curves. Elliptic curves are explained in section 2.
In section 3 the researcher describes the bilinear map. In section 4 the researcher recalls how the Tate and
Weil pairing on elliptic curves can be used to construct bilinear pairings. The suitable elliptic curves given
for pairing-based cryptography are explained in section 5.

2 Elliptic Curves

An elliptic curve E over a field K is defined by a non-singular Weirestrass equation
v + a1zy + asy = ©° + a2z’ + auz + as, (2.1)

where a1, az,as, ...,as € K. The set F(K) consists of the points (z,y) € K x K that satisfy (E70) and the
point at infinity, which is denoted by oo.

The chord-and-tangent rule for adding two points in E(K) endows E(K) with the structure of an
abelian group. The point at infinity oo serves the identity element. The negative of a point p = (x1,y1)
is —P = (x1,y2) where y1, y2 are the two roots of the defining equation for E with x = z1. If
P,Q € E(K) — {oco} with p # +Q, then P + @ is defined to be R where —R is the third point of in-
tersection of line through P and @ with the curve. If P = @, then the tangent line through P that
intersect curve is defined —R.

Figures O illustrate the group law for the elliptic curve over real numbers.
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2P=R

\—/ R=P+Q

addition P+Q=R

doubling P+P=R

Figure 1:

In cryptography the researcher only ever instantiates elliptic curves, defined over finite fields. Suppose
now that K is a finite field F, of order ¢ and characteristic p. Hasse’s theorem [27] gives tight bounds for
the cardinality of E(F,):

(Va—1)? <|E[F,)| < (Va+1)%

Hence we can write |E(F,)| = ¢+ 1 — t where [t| < 2,/q.

If p|t then F is said to be supersingular; otherwise E is ordinary. There are some equivalent relations
for this definition that you can see in [27].

If p > 3, then a linear change of variables transforms equation (EI) into the simpler form:
yv=a>+ax+b

where a,b € F, and 4a® + 27b% # 0. We will always be working over large prime fields where the short
Weierstrass equation covers all possible isomorphism classes of elliptic curves.

If E is supersingular and p = 3, then (EII) simplifies to
v =2 4+ax+b
where a,b € F, and b # 0. If F is supersingular and p = 2, then (E) simplifies to
Vrey=a>+ar+b

where a,b,c € Fy and ¢ # 0.
The rank of E(Fy), is at most two. More precisely, we have E(Fy) & Z,,, X Zy, where na|ni and na|g—1.

Now let E be an elliptic curve over F,; and let P and @ be points in E(F;). The elliptic curve discrete
logarithm problem (ECDLP) is the problem of finding an integer n such that @ = nP. The best genetic
algorithm known for solving the ECDLP is Pollard’s rho method [25]. However, there may be other discrete
log solvers that are faster for certain families of elliptic curves. In particular, it was shown in [IH, PZ] that
Weil and Tate pairings can be used to transfer the ECDLP instance to an instance of the discrete logarithm
problem in an extension field F «, where the embedding degree k is definied as follows:
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Definition 2.1. [Z7] Let E be an elliptic curve defined over Fy, and P € E(Fy) be a point of prime order
r. Suppose that ged(r,q) = 1. Then the embedding degree of (P) is the smallest positive integer k such that
rlg® — 1.

Elliptic curves with small embedding degrees and large prime order subgroups are key ingredients for
implementing pairing-based cryptographic systems, which are called pairing-friendly curves.

Definition 2.2. [Z7] A curve is pairing friendly if the following two conditions holds:
1) there is a prime v > \/q dividing |E(F,)| (i.e. p= ;Zgg ~2) and
loga (1)

8

2) the embedding degree k with respect to r less than

3 Pairing-based Cryptography

Let G1, G2 be a cyclic additive group generated by Pi, P respectively, whose order is a prime p, and
G be a cyclic multiplicative group of order p. A bilinear pairing is a map € : G1 X G2 — Gr with the
following properties:

1) bilinearity: €(aPy,bPs) = &(Py, P2)* for all a,b € Z3,

2) non-degeneracy: e(P1, P2) # 1,

3) computability: There is an efficient algorithm to compute €(g1, g2) for all g1 € G1 , P> € G2

There are essentially types of bilinear maps [I6, 26] used in the design of pairing-based protocols de-
pending on the special requirements such as short representation, hashing to a group element, efficient
homomorphism.

- Type-1: G1 = G2 , in this case there exist no short representations for the elements of G;.

- Type-2:G1 # G2 and there is an efficiently computable homomorphism ¢ : G2 — G;.

- Type-3: G1 # G2 and there exists no efficiently computable ¢ : Go — G;.

- Type-4: G1 # G2 and there exists an efficiently computable homomorphism v : G2 — G1 as in the case
of Type-2 setting but with an efficient secure hashing method to a group element [26]. Security proofs can
be quite cumbersome in this setting as discussed in [@]. We note that this Type is not generally used in
protocol designs due to its inefficiency [28].

For instance, choosing G1 = E(F,), G2 = E(F,x) and Gt C ]sz. with k an embedding degree, defines
bilinear pairings. In practice, elliptic curves are the only groups used to implement pairings. The Weil and
Tate pairings for elliptic curves that can be used for design bilinear pairings, see [27], that are recalled in
the next section. There are other pairings such as Ate pairing, Twisted ate pairing [20], and generalizations
of Ate and Twisted Ate pairing, Optimal pairing have been given in [I&, 29]. The implementation of the
various pairings for different curves analysed in [12], in order to give recommendations on which curve and
pairing to choose at each security level. The security of many pairing-based protocols are dependent on
the intractability of the following problem:

Definition 3.1. Let € be a bilinear pairing on (G1,Gz). The bilinear Diffie-Hellman problem (BDHP) is
to compute the value of bilinear pairing €(P, P)**¢, whenever P, aP, bP, cP are given.

Hardness of the BDHP implies the hardness of DHP in both G:i and G2. First, if the DHP in
GG1 can be efficiently solved, then one could solve an instance of BDHP by computing abP and then
&(abP, cP) = (P, P)**°. Also, if the DHP in Gy can be efficiently solved, then the BDHP instance could
be solved by computing g = &(P, P), ¢*® = é(aP,bP), ¢¢ = €(P,cP) and then ¢g**. Nothing else is known
about the intractability of the BDHP, and the problem is generally assumed to be just as hard as the DHP
in G7 and Gos.
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The Weil and Tate pairings are defined in the following for elliptic curves that can be used for design
bilinear pairings. Both pairings make use of a special case of the following fact on the elliptic curve.

Let E be an elliptic curve over K = F, by a Weierestrass equation r(z,y) = 0, and let K denote the

algebraic closure of K. We will denote E(K) by E.

The divisor group of a curve E, denoted by Div(FE), is the free abelian group generated by the point
of E. Therefore a divisor D € Div(E) is a formal sum given by:

D=> ny(P)
pEE
with n, € Z and n, = 0 except for finitely many P € E. The degree of a divisor D is defined by:
deg(D) = Z Np.
pEE
The support of a divisor D, is the set of point P € F for which n, # 0. The divisors of degree zero form
a subgroup of Div(E), that is denoted by:
Div’(E) = {D € Div(E) | deg(D) = 0}.

k
The function field of E over K is the field of fractions K(E) of . ([z’ ZZJ/]) . The divisor of a function f € K(FE)

is div(f) = 32, cp ordp(f)(P), where ord,(f) is the multiplicity of P as a root of f, which is positive if f
has a zero at P and negative if f has a pole at P. Note that div(f) determines f up to multiplication by
a non zero field element. It is a well-known fact that deg(div(f)) = 0. A divisor D is called principal if
D = div(f) for some f € K(FE). This is denoted by:

Prin(E) = {D € Div°(E) | D = div(f), f € K(E)},

Prin(E) is a subgroup of Div®(E). The following result characterizes principal divisors:

Theorem 3.1. [27] A divisor D =} _,np(P) is principal if and if

deg(D):an:O and anP:oo

peEE peEE
The divisor class group ( or Picard group) Pic(FE) of E is the quotient of the group of degree zero
divisors Div°(E) by the principal divisors, Prin(E), i.e,
_ Din®(B)

Pic(E) = Prin(B)’

It is known that for every divisor D € Div?(E), there is a unique point Q € E such that D ~ (Q) — (o).
This gives a one to one correspondence between Pic(E) and the group of points F.

Let P, Q € E, suppose the line between P and @ (tangent line if P = @) has an equation I(z,y) = 0.
By Bezout’s theorem, this line [ intersects E at a third point R = (Xg,Yr). Then the divisor of [ is
div(l) = (P) + (Q) + (R) — 3(00). The vertical line v(z) = (z — zr) passes through the points R and
S = P+ @, corresponds to the divisor equality div(L) = (P) + (Q) — (5) — (c0).

If D=3 cpnp(P) € Div(E) and f € K(E) such that supp(D) N supp(div(f)) = 0, then the value of
f at D is defined to be the following equation:

F0) =TT ).

peEE
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4 Weil and Tate pairings definition

Suppose that |E(F,)| = hr, where r is a prime such that ged(r,q) = 1. Let k be the smallest positive
integer such that 7|¢® — 1. The group E[r] = {P € E(F,) | 7P = oo} is a r-torsion points of E. It is known
that E[r] 2 Z, & Z,.

Theorem 4.1. (Balasubramanian, Kobitz [3]).Let E be an elliptic curve defined over Fy and suppose E
has a subgroup (P) of order r with ged(r,q — 1) = 1. Then E[r] C E(F ) if and only if rlg® — 1.

Let P,Q € E[r] and let R, S € E(F, ) such that S ¢ {R,P+ R, P+ R—-Q,R—Q}. Let D, =
(P+ R)— (R) and Dg = (@ + S) — (S). Then, by theorem B, there exist functions f, g such that
(f) = D, and (g) = rDe.

Definition 4.1. (The Weil pairing)[23]. The bilinear map
wr 2 BE(F)[r] x E(Fux)[r] — pr

defined by:
! (D) _ FQ+8)/4(S)
9(D,) ~ 9P+ R)/g(R)

is called Weil pairing, where p, be the group of r-th roots of unity in F;k =TF, —{0}.

w'f“(Pv Q) =

The map is well-defined. Weil pairing is bilinear and non-degenerate. The following algorithm de-
veloped by Miller computes w,(P, Q) in a polynomial time, efficiently. This algorithm for Weil pairing
aims to construct rational function f and g associated to the point P and @ and evaluate at divisors

e = (@+ S)—(S) and D, = (P + R) — (R), respectively. The function f and g can be efficiently
computed by double and add procedure. The idea is to define functions f;, g;, where 1 <4 < r and f, = f,
gr = g, recursively. These functions are computed by the following way:

lp,R i|P,[j]P I p P
fi= y firi = ffj i f[z]i:fQ[] ]

UP+R Vi P+ (j1P * opgip

where vp is the vertical line at P, and lp r is the line passing through the points P and Q.

Let P, Q € E[r] and f € F; be a function with div(f) = r(P) — r(co). Let R € E(F,) such
that R ¢ {oo,P,—Q,P — Q}, and let D, = (Q + R) — (R). Let k be the embedding degree and let
E(F)[r] = E(F,x) N E[r]. Note that supp(Dg) N supp(div(f)) = @ due to the choice R.

Definition 4.2. (The Tate pairing)[27] Let P € E(Fq)[r], from which it follows that there is a function
[ whose divisor is (f) = r(P) —r(c0). Let Q € E(F ) be any representative in any equivalence class in
E(Fx)/rE(F ), and let Dg be a degree zero divisor defined over F i, that is equivalent to (Q) — (00), but
whose support is disjoint to that of (f). The Tate pairing tr is a map

tr: E(Fi)[r] x BE(Fx)/rE(F ) = pir
defined as:

fP(Q + R))qk7
fo(R)

The Tate pairing (P, Q) is computed by a function f, = f» at the divisor Dg = (Q + R) — (R) using
double and add method in the following way:

(P, Q) = fo(De) = (

_gl [i]P,[i] P

PP
f1:17 fiJrl_fl L ) f[21]_
+1)P V[24] P
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k
By raising fp(Dg) to the power (@ ;U, one obtains an r-th roots of unity s, in Fyy.

One can see the details of Miller [23] algorithm for computing Weil and Tate pairings. The main
differences between the Weil and Tate pairings are the symmetric property and exponentiation. The Weil

pairing also requires more computation time than the Tate pairing.

5 Curve Selection

This section describes some of the known methods for generating elliptic curves that are suitable for
implementing pairing-based protocols. Recall that E is an elliptic curve defined over Fy, r is a prime
divisor of |E(Fy)| such that (r,q) = 1 and k is the smallest positive integer such that r|¢" — 1. By Hasse’s
theorem [27], |E(F,)| = ¢+ 1—t such that |t| < 2,/q. The following theorem, where the proof can be found
in [27], shows the classification of supersingular curves over any finite field for pairing-based cryptography.

Theorem 5.1. Let E be a supersingular elliptic curve over Fq of order ¢ +1 —t, where ¢ = p™. Then,
there are siz families of supersingular curves with embedding degree k < 6.

1) k=1, t* = 4q and m is even,

2)k=2,t=0 and E(Fq) & Zg+1,

3) k=2,t=0 and E(F,) %Z%l ® Zs2 and q = 3 (mod 4),

4) k=3,t* =q and m is even,
5)k=4,1t>=2q and p=2 and m is odd,
6) k=6, t> =3q and p =3 and m is odd.

For supersingular curves, there is always a so-called distortion map ¢ : E(Fy) — E(F«), which is easily
computable. This allows us to choose G = (P), G = ¢(P) together with Weil/ Tate pairing to produce a
non-degenerate bilinear map € : G x G — G such that (P, Q) = f(P,¥(Q)). Distortion maps are all known
for supersingular curves. Therefore, we have computable pairing associated with any supersingular curves.
One can see the details of the equation and distortion map of essential supersingular curves [, 7, I9].

It is a research problem to find suitable non-supersingular (ordinary) for pairing-based cryptography,
[0, Td]. For this, one needs to find curves with large subgroups for size r for which embedding degree k of
E|r] is sufficiently small. It is known that the choice of these curves are very special due to the following
theorem [B]:

Theorem 5.2. [3] Let E be a randomly chosen elliptic curve over Fq, where q is prime and z < ¢ <

5. Let G be a subgroup of order r. Then the probability that rlg® — 1 for some k > logq is less than
c(logz)(loglogz)/z for an efficiently computable constant c.

New special techniques are needed to construct such pairing-friendly curves. The only known method
so far is a complex multiplication method to construct suitable ordinary elliptic curves for pairing-based

cryptography.

Some of the classification of pairing-friendly ordinary curves constructed by using the complex multi-
plication [24] are given as follows:
1) Miyagi, Nakabayashi and Takano (MNT) [24] give a complex characterization of ordinary elliptic curves
of prime order with embedding degree k = 3,4, 6.
2) Freeman [[4] gives a construction for curves of prime order with k = 10.
3) Barreto and Naehrig [6] give a construction for curves of prime order with k = 12.
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In other words, we would like to note that there is a general construction, originally due to Cocks and
Pinch [g], for curves of arbitrary embedding degree k, but in this construction p = % ~ 2, for arbitrary
k, which leads to inefficient implementation. It should be noticed that p it should be as close as one for

an efficient pairing-based cryptographic protocol.

There is no distortion map on ordinary curves. One overcomes this difficulty by going into so-called
its twist E’ over F,. For an efficient computation as above, this can be done as follows:
Let E be an elliptic curve given by the equation:

E: y2zm3+a4x+a6

over Fy, where ¢ = p™ and p > 3. Let v be a quadratic non-residue in F,. Then the twist of the curve is

defined by the equation: ] )
E y2 =8 + 1)2(14:0 + v3a6

over .

Even embedding degree k = 2d for E[r] C E(F,), we consider the twist E'(F,a) of E(F,). It is easy

to show that the map t : E'(F,a) — E(F ) given by (x,y) = (vilcc,v_Tgby) is well defined and easily
computable. As in the supersingular case we can use this map 1 to produce computable bilinear map
e(P,Q") = f(P,¢(Q")), where Q" € E'(F,a) of order a multiple of r and for the choice of Weil and Tate
pairing. So, if we have a suitable ordinary elliptic curve for pairing-based cryptography, this method gives
us a computable bilinear map e to use for these.

6 Conclusion

In this paper, a broad view of the elliptic curve has been discussed. Elliptic curve is an abelian group
that is a suitable candidate for public key cryptosystems. Pairings are being used to design elegant
solutions to protocol problems, some of which have been open for many years. Many techniques have been
developed for generating suitable elliptic curves in pairing, see [2, [[3] for a comprehensive survey and see
[0], which explains elliptic curves and pairing from the beginning. Implementing ECC with applying the
combination of software and hardware is advantageous as it provides flexibility and favourable performance.
Its disadvantage is its lack of maturity, as mathematicians believe that not enough research has been done
in ECDLP.
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