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Abstract

The detection of anomalies in computer networks is one of the most considerable challenges that experts in this field are
facing nowadays. Thus far, different artificial intelligence methods and algorithms have been proposed, tested, and utilized for
detecting these anomalies. However, attempts made to enhance the speed and accuracy of these anomalies detection process
are continuously ongoing. In this research, pattern recognition based on artificial neural networks is applied to automatically
detect anomalies in computer networks. Also, to increase the speed of the pattern recognition based on the process of the neural
network, the principal component analysis algorithm will be used as a method for dimension reduction of training samples. The
results of the performed simulations based on the proposed methods in this research show that dimension reduction of training
samples by principal component analysis algorithm and then applying the pattern recognition based on neural networks method
leads to high-speed (less than 10 seconds) and high-accuracy (99-100%) detection of anomalies in computer networks.
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1. Introduction

The importance of detecting anomalies in the computer networks domain is that unprotected data
may put significant and vital information at risk. Hence, anomaly detection has been considered for
several decades in order to recognize and elicit abnormal components in computer networks [22]. For
example, detecting an unusual computer network traffic pattern may indicate a hacking attack [15], and
timely detection of this anomaly will lead to preventing the attack. Accordingly, an efficient algorithm is
required for identifying anomalies that attempt to destroy a computer network’s features.

The authors of a paper published in 2018 introduced a modern method for describing network abnormal-
ity. Adjusting the Simple Network Management Protocol (SNMP) Management Information Base (MIB)
parameters with the Fuzzy Rule Interpolation (FRI) was the capability of the introduced method. The
proposed method was examined and measured and acquired a 93% identification rate [5].

A research paper related to 2019, introduces an approach using Hidden Markov Model (HMM) based on
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the Viterbi algorithm for anomaly detection on the SNMP-MIB dataset. The obtained results indicate the
introduced method was found effective [3].

In a paper published in 2021, an unsupervised anomaly detection method was presented which incorpo-
rates Sub-Space Clustering (SSC) and One-Class Support Vector Machine (OCSVM) to detect anomalies
without any previous information. The proposed method was measured using the NSL-KDD dataset,
and the tentative outcomes illustrated that the proposed method works better than some other manners
[23].

In the research performed in 2021, a deep learning method named Stacked Autoencoder (SA) is suggested
for discovering known network anomalies using the SNMP-MIB data. This method transforms the input
data into a different set of decreased outputs (encoding). Former outputs are decoded to obtain the in-
tended output of N dimension equal to the original input. The proposed method achieved high accuracy
in the experimental results [6].

In January 2022 a paper proposed an intricate method to recognize anomaly data. This method was based
on signature and entropy analysis and machine learning anomaly detection using fractal and recurrence
analysis. In this research referring to the taken outcomes, the random forest classifier and deep residual
neural network as machine learning methods had good classification accuracy. The effects of signature
and entropy analysis also was displaying a high degree of anomaly detection. So, the paper suggested
a method of anomaly detection based on the geminated use of explained and examined methods. This
method was introduced as a complex anomaly detection method [2].

Similar to the mentioned papers, especially in recent years, most of the research has used unsupervised
algorithms, complex procedures, or deep learning methods. In unsupervised algorithms, because the
input data is not labeled by people in advance, the machine requires doing this itself. So unsupervised
algorithms have less accuracy in the results [17]. Furthermore, the methods based on deep learning are
intrinsically extremely reliant on computing power [25]. Also, most complex combined methods have
high time complexity. Accordingly proposing a simple, effective and efficient method at maximum speed
and precision for the automatic detection of anomalies in computer networks with the help of the pattern
recognition method based on Artificial Neural Networks (ANN), is the main focus of this research and
in the meantime, Principal Component Analysis (PCA) algorithm will be applied in order to increase the
speed of the proposed method.

In the continuation of this paper, the basic concepts used in this research will be introduced in the second
section. The third section describes and implements the proposed method. The fourth section includes
the comparisons and finally, the conclusion and suggestions will be discussed in the fifth section.

2. Basic Concepts

2.1. Pattern Recognition

The operation of recognition can be separated into two main groups: Identifying actual items and
identifying abstract items. Identifying abstract items means identifying items that are not real and do not
exist physically [16]. The problem of classifying anomalies on computer networks can also be included in
the category of abstract cases which we need to recognize and we will be able to solve this problem if we
could achieve a suitable model for this diagnosis.

Recognition of an item includes three-phase of processing [16]:

¢ Input filtering
e Feature extraction

e (Classification

Input filtering:
Filtering is removing unwanted information or data from input, which in turn, helps with the process of
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feature extraction. Depending on the type of problem, the filter algorithm or method will change [16].
Feature extraction:

Feature extraction is a process of studying and deriving useful information from the filtered input pat-
terns. The derived information may be general features, which are evaluated to ease further processing.
The methods of feature extraction and the extracted features depend on the nature of the problems [16].
In many usages, data, which is the issue of analysis and processing in data mining, is multidimensional
and has a multitude of features. The so-called curse of dimensionality relevant to many learning algo-
rithms, defines the severe increase in computational complexity and the classification error in numerous
dimensions [1]. Hence, the dimensionality of the feature space is mostly decreased before classification
is undertaken [26]. In other words, feature extraction is a dimensionality reduction technique [10] that
involves the process of deriving new features from the original features in order to reduce the cost of
feature measurement, increase classifier efficiency and allow higher classification accuracy [7].

There were many different methods being used to explore the space of features and decide which feature
could maximize the recognition rate such as [7]:

¢ Principal Component Analysis (PCA)
* Genetic Algorithm (GA)

¢ Neural Networks (NN)

¢ Threshold method

In this paper, PCA for the implementation of the feature extraction process will be examined.
Classification:

The final phase of pattern recognition is Classification. In this phase, an automatic system promulgates
that the input item belongs to a specific category. Many classifiers can be used in this stage but designing
the classifier is according to the following concepts [16]:

¢ Clustering concept
¢ Common property concept

* Member-roster concept

The pattern recognition methods based on these concepts are done through direct calculation by machines.
Direct calculation is according to math-related techniques but there is another method applying biological
concepts to machines for recognizing patterns. The invention of artificial neural networks is the outcome
of this effort [16]. In this paper, artificial neural networks will be used to implement the classification
phase.

2.2. Principal Component Analysis (PCA)

One of the most prevalent used feature extraction methods is PCA which is based on extracting the
axes on which the data shows the highest variation. PCA converts the original set of features into a more
little subset of linear combinations that include most of the variance in the initial set [18]. The basic idea of
PCA is to specify the features which could illustrate as much of the total variation in the data as possible
with as few of these features as possible. In PCA we have a penchant for finding a projection W [26]:

Y =WTX 2.1)

Where Y is a P x 1 transformed data point, W is a P * P transformation matrix, and X is a P % 1 original
data point. PCA can be done through eigenvalue decomposition of the covariance matrix S of the original
data:
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§=) (—m)xi—m)’ (22)

Where n is the number of instances, x; is the ith instance, and m is the mean vector of the input data.
Computation of the principal components can be presented by a framework as shown in Fig.1.

Calculatc the covariance matrix S from the input
data

Compute the cigenvalues and cigenvectors of S
and sort them in a descending order with respect
to cigenvalues E

Form the actual transition matrix by taking the
predefined number of components (cigenvectors)

Finally, multiply the original feature space with
the obtained transition matrix, which yiclds a
lower dimensional representation

Figure 1: The principal component analysis framework

Some of the PCA properties are [26]:
¢ There is a maximum variance of the extracted features
e There is no correlation between the extracted features
¢ There is maximum information in the extracted features set
* PCA finds the best linear approximation in the mean-square sense

Therefore, if PCA is used as a feature extraction technique, a subset of features with a minimum number
of features and a minimum correlation between the features is formed, which has the maximum possible
information and variance. Using this subset as a neural network input will reduce the complexity of
the neural network and increase the speed of its training and lead to an increase in the accuracy of
classification as a result.

2.3. Artificial Neural Network (ANN)

One of the information processing systems is the neural network. A neural network includes enor-

mous and simple processing modules with a high degree of interconnection between each module. The
processing modules work cooperatively with each other and attain enormous parallel distributed pro-
cessing. The neural networks imitate some biological actions of brains and neural systems in their design
and function. Self-organization, adaptive learning and fault-tolerance capabilities are some of the advan-
tages of neural networks. Because of their tolerance of noise, neural networks with proper training will
respond correctly to unknown patterns. Due to these prominent abilities, neural networks can be used
for the pattern recognition process. High-order nets, time-delay neural networks, recurrent nets and Back
Propagation (BP), are some of the best neural models [16].
Neural networks can learn from their wrongs by presenting feedback to the input patterns. This type of
feedback would be used to rebuild the input patterns and make them free from errors; so, it will enhance
the efficiency of the neural networks. Such types of neural networks are very intricate to create. These
types of networks are called auto-associative neural networks which use back propagation algorithms
[16].
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2.4. Neural Network with Back Propagation (BP) Algorithm

BP neural network learning is a type of supervised learning. The architecture of this type of neural
network is shown in Fig.2. and the general steps for pattern recognition by using the BP algorithm are as
follows [27]:

* Determine a sensible network structure. Particularly, considering the suitable number of neurons
in the hidden layer of the network is an important factor in network structure and network perfor-
mance.

¢ Determine the training set and test set. The training samples are used for training the network,
while the test samples should monitor the efficacy of training and the rise of the network valence.

¢ Train the neural network for pattern recognition according to the training sample set and the test
results.

< Backpropagation of errors

x(t-1)

x(t-d)

ye=1)

¥i-d)

Input Layers Hidden Layers Output Layer

| Feedforward of information >

Figure 2: Feed forward backpropagation neural network architecture [8]

For the neural network training phase with the BP algorithm, there are various training methods or
functions such as gradient descent (Traingd) [11], gradient descent with adaptive learning rate (Traingda)
[12], gradient descent with momentum (Traingdm) [13], gradient descent with momentum and adaptive
learning rate (Traingdx) [14], Levenberg-Marquardt (Trainlm) [20], etc.

2.5. Levenberg-Marquardt Method (Im)

Trainlm is a training function for the neural network with the BP algorithm that updates weight
and bias amounts pursuant to Levenberg-Marquardt optimization. It does need more memory than
other training functions, however, trainlm is often the swiftest BP training function and is extremely
recommended as a best-choice supervised method. Trainlm uses the Jacobian for computations, which
considers that performance is a mean or sum of squared errors. So, networks trained with the trainlm
must benefit either the MSE or SSE performance function.

Trainlm is implemented through the following equations [27]:

N
Fix) =) VE(x) =v (x)v(x) (2.3)
i=1

In equation 2.3, F is the objective function. Also:
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v(x) = (v1(x),v2(x), ey Vi (%)) (2.4)

Axy = xx—1—xk = —[H(xx) + DT (v (x) (2.5)

In equation 2.5, | is the Jacobian matrix of F and k is the iteration. Equation 2.6 represents the Jacobian
matrix:

vy (x) ovy(x) ovy(x)
0x1 00Xy te OXn
ova(x) ovy(x) ovy(x)
J)=| > %@ Bn 2.6)
dvn(x)  dvn(x) dvn (x)
aXl aX2 e aXn

Also, H is an approximation of the Hessian matrix of the matrix F, taken as:

Hixx) =T (xk)] (xx) (2.7)

1k is a parameter larger than zero that is used internally to control iterations in the Im algorithm. If
1k is near zero, Im algorithm is near to the Gauss-Newton manner. If py is large, the Im algorithm
approximates the steepest descent method [27].

Newton’s method is more rapid and more correct near a minimum of error. As a result, the purpose is
to shift toward Newton’s manner as swiftly as possible. py is declined after any favored step (decrease in
performance function error) and is grown only when an experimental step would append the performance
function error. Therefore, the performance function error will evermore be decreased at each repetition of
the algorithm. If u becomes larger than py maximum amount, the algorithm is stopped.

3. Proposed Method

The proposed method in this paper will solve the anomaly detection issue in computer networks by
means of the pattern recognition process and to do so in the classification phase it gets help from the
neural network which uses the BP algorithm with trainlm method. Also, in a separate approach, this
method will use PCA in the feature extraction phase. Fig.3. shows a diagram related to the presented
method and the algorithms of the proposed method are as follows:

Algorithm 1 Feature extraction phase by PCA:

Get [X]p*m (Data matrix with n sample and m features)

Normalize [x]p*m

Calculate covariance matrix S = ﬁxtx

Calculate eigenvalues (D) and eigenvectors (V) from S = vDV! =VvDVT
Sort D descending

Reorder (V, order)

Based on previous comparisons and analyses [9, 21], most datasets related to computer network anomalies
are relatively small and exhibit limited diversity in attack types and traffic patterns. Consequently, this
study employs one of the most comprehensive, well-documented, and practical datasets available in this
field. Researchers in similar studies have widely used this dataset to evaluate their proposed methods.
As a result, its use in the present research not only enhances the reliability and credibility of the results
but also enables a meaningful comparison with other proposed methods in this domain. The mentioned
dataset meets key requirements for generating a series of effective data points. It includes important attack
scenarios and injection methods. The dataset comprises 4,998 records, organized into 8 distinct clusters
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Algorithm 2 Classification phase by neural network with BP algorithm & Im train function:

1: Initialize:
- Randomly initialize small weights W; & W,
- Set initial damping factor p(e.g.,0.001)
- Define stopping threshold and maximum iterations
2: Repeat until stopping condition is met:
A. Forward pass:
- Hinput = XxW
- Houtput = f(Hinput)
- Oinput = Houtput * Wh
- Ooutput = f‘(Oinput)
B. Compute error:
-E=(1/2) Z(T - Ooutput)2
C.Compute Jacobian J:
-do=(T— Ooutput) * f/(Ooutput)
-dp = (do* W;—) * f/(Houtput)
-JW2) = ngtput *do
-J(Wi) = XT x dy
-] =1W),J(W,)]
D. Compute Hessian approximation & gradient:
-H~JT«]
-g=]"xe
E. Update weights:
-AW = (H+ul)"lxg
-Wp =W, — AW,
-Wy =W, — AW,
F. Adjust damping factor p :
- If error decreases, u = n/10
- If error increases, u = pux* 10
3: Return final weights W1&W,

First Approach
Computer Networks ) )
Anomaly Dataset Classification of

Patterns

Feat?lre Neural Network
Extraction by with BP

PCA Algorithm & LM
Train Function

|

Patterns
Identified by [+

Neural Network

Recognition of
Anomaly

Second Approach

Figure 3: Diagram of the proposed method

[4]. Each sample in the dataset is described by 34 collected features. In this research, these features as
two separate approaches, once participate completely in the classification phase of the pattern recognition
process and another time after going through the feature extraction phase using PCA algorithm and turn
into a smaller subset of features, enter the classification phase. Finally, in addition to evaluating the
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recognition accuracy (accuracy is the percentage of correctly identified normal and abnormal traffic)
of the proposed method, the results of simulating both approaches will be reviewed and compared in
terms of neural network training time and the measure of Mean Squared Error (MSE). It is notable that
due to the nature of the issue and the studied data set, the first phase, which is the input filtering, is not
discussed in this research. The details of the step-by-step implementation and simulation of the proposed
method by MATLAB software are described below and the obtained results are discussed.

It is also important to mention that this research has been implemented in an environment with the
following hardware and software specifications:

e Processor: Intel Core i5-8265U, 1.60GHz 1.80 GHz
e RAM: 8 GB

¢ Operating system: Windows 10

¢ MATLAB: R2022a version

3.1. First Approach: No Implementation of Feature Extraction Phase

In this approach, in order to recognize computer network anomalies through the existing neural net-
work tool in MATLAB software or command line functions, the neural network is trained for recognizing
a suitable pattern according to all features available in the dataset.

Figure 4: Neural network designed for classification with all features

The number of neurons of the input layer is equal to the number of features in each sample of the dataset,
i.e.,, 34 neurons. The number of neurons in the output layer is equal to that of output labels, i.e., 8
neurons. Considering the fact that a feed-forward network that has one hidden layer and enough neurons
in its hidden layer can matchable every limited input-output mapping subject, the number of hidden
layers intended for implementation of this method is just one hidden layer with 20 neurons (close to the
average number of neurons in input and output layers). Train and performance functions are Im and
MSE, respectively. The initial mu parameter is equal to 0.001, mu decrease factor equal to 0.1, mu increase
factor equals 10 and the maximum amount of mu is 1e10. Moreover, maximum iterations and maximum
validation failures have been fixed at 50 and 6 respectively. Dataset has been divided into 3 sections: train,
validation and test forming 70%, 15% and 15% of the total dataset, respectively. Fig.4. indicates a general
scheme of the designed artificial neural network.

Any time a neural network is trained, it can sequel in a variant result due to diverse initial weight
and bias amounts and disparate partitions of data into training, validation and test sets. So, several
neural networks trained on the identical issue can give several outputs for the equal input. Therefore,
it is necessary to repeat training several times to ensure that a neural network of proper accuracy has
been found. In the following, artificial neural network training of the proposed approach is repeated 10
times, and the amount of time required for the training process, as well as the performance error (MSE)
and recognition accuracy (ACC) on the test set for every 10 replications (and the average of ACC), are
collected in table 1. Also, the diagram in Fig.5. includes the process of reducing performance error in the
neural network training process for the eleventh time of training in this approach, and Fig.6. shows the
recognition accuracy on the test set for the eleventh time, which is equal to 99.7%.
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Table 1: Required time for the training process, performance error (MSE) and recognition accuracy on the test set for 10 replica-

tions in the first approach.

Training Replication Number | Required Time (Second) MSE ACC (Percent)
1 90 1.8988e-06 100
2 85 0.0012 99.9
3 83 0.0018 99.3
4 83 0.0015 99.7
5 84 4.5784e-04 100
6 84 7.6357e-04 100
7 83 9.8008e-04 99.3
8 84 0.0012 100
9 83 0.0011 99.5
10 84 0.0011 99.9

Average 99.76
. Best Validation Performance is 0.0012209 at epoch 49
1°} —
[ — el
5 b
L
g w .
i
&
2 1w
107 . . . . _G
=} 1w 2 30 40 50
50 Epochs

Figure 5: Process of reducing performance error in the first approach for the eleventh time of training
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Figure 6: Recognition accuracy on the test set in the first approach for the eleventh time of training
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3.2. Second Approach: Feature Extraction Through PCA

In this approach, in order to implement the feature extraction phase through the PCA method, the
following stages are followed prior to the classification phase through the neural network:
Wy, Tp] = pealZ);
At first, the above command line is implemented in which Z is the input data. Since conventional PCA
is an unsupervised method [19], the only input dataset consisting of various combinations of features is
made available to PCA and the labels of the samples obtained from such various combinations (targets)
are not provided to PCA. In the input dataset, rows are samples and columns are dimensions (features).
W,, puts eigenvectors in its columns in an order of priority and T, is the corresponding values of input
data on eigenvectors.
Then, the N number of desired dimensions (with higher priorities) are selected from eigenvectors through
the following command line and are multiplied by the input data to create the new TN dataset with N
features for each sample (N is smaller than and/or equal to the number of features of the input data, i.e.,
34). Finally, TN will be provided to the neural network to implement the classification phase.
TN =Z+W,(;,1:N);
In the implementation carried out based on the conducted studies and evaluation of different numbers as
N, finally, N was considered as 20.
The number of input layer neurons decreases to 20 neurons by reducing the features to 20 features. By
considering 10 neurons as the neurons of the hidden layer and without making any change to the size
of other parameters as compared to the first approach, Fig.7. indicates a general scheme of the designed
neural network and table 2 includes the results obtained from the first to the tenth times of training. Also,
the diagram in Fig.8. includes the process of reducing performance error in the neural network training
process for the eleventh time of training in the second approach, and Fig.9. shows the recognition accuracy
on the test set for the eleventh time, which is equal to 100%.

Figure 7: Neural network designed for classification with 20 features chosen by PCA

Table 2: Required time for the training process, performance error (MSE) and recognition accuracy on the test set for 10 replica-
tions in the second approach.

Training Replication Number | Required Time (Second) MSE ACC (Percent)

1 4 8.8837e-09 100
2 7 4.2231e-07 100
3 4 9.2533e-05 99.9
4 9 7.8617e-07 100
5 6 1.5172e-08 100
6 4 1.0808e-09 100
7 5 6.1925e-10 100
8 3 4.9531e-05 99.9
9 3 1.8658e-04 100
10 5 1.3899e-09 100

Average 99.98
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Figure 8: Process of reducing performance error in the second approach for the eleventh time of training
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Figure 9: Recognition accuracy on the test set in the second approach for the eleventh time of training

4. Comparisons

4.1. Comparison of Proposed Approaches in Terms of Efficiency

After reviewing the presented tables and diagrams related to implementing the proposed method
in this paper, two proposed approaches can be compared in Fig.10. to Fig.12. In these comparisons, it
is observed that both presented approaches are able to detect and classify the anomalies in computer
networks on the test set with 99-100% accuracy. But what more distinguishes these two approaches,
is the difference in the neural network training time and the final amount of performance error on the
entire data set. The maximum time required to train the neural network without performing the feature
extraction phase prior to the classification phase is 90 seconds and the minimum time is 83 seconds.
While if the feature extraction is performed through the PCA algorithm prior to the classification phase,
the above times would have a range between 3 to 9 seconds.

Moreover, regarding the amount of performance error on the entire data set, the first approach has the
error of 1.8988e-06 at best, and reaching this amount of error took 90 seconds. Whereas the second
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approach, in its best replication, was able to reduce the amount of performance error to 6.1925e-10 in 5
seconds. With that considered, it can be concluded that using the PCA algorithm as a dimension reduction
tool in the feature extraction phase of the pattern recognition process can improve the performance of this
process and increase its speed and precision.

100.1
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Figure 10: Diagram of comparing the accuracy of the proposed approaches

100
920
80
70
60
50
40
30
20

Required time (Second)

10

—_g—

M First Approach [l Second Approach

Figure 11: Diagram of comparing the required time for the proposed approaches
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Figure 12: Diagram of comparing the MSE of the proposed approaches

4.2. Analysis and Comparison of Time Complexities

In the first approach, the time complexity is exclusively related to the execution of the neural network
using the backpropagation algorithm with the Im training function, which is expressed as O(nw? +w?3).
Where n represents the number of samples, and w denotes the total number of weights, which in the first
approach is calculated as 34 x 20 x 8 = 544034.

In the second approach, the time complexity of the first phase, ie, feature extraction using the PCA
method is O(nd?), considering that the number of features is less than the number of samples. Where
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n is the number of samples and d is the number of features. The time complexity of the second phase
is identical to that of the first approach, given by O(nw? +w?). Since the second phase has a higher
complexity than the first phase, the overall time complexity of the second approach ultimately remains
O(nw? +w?), similar to the first approach. With the difference that in the second approach, w equals
20 +10 %8 = 1600. This means that, overall, the second approach, by reducing the number of features, also
appears significantly more favorable than the first approach concerning time complexity.

4.3. Comparison with Some Other Proposed Methods

Regarding the comparison of the proposed methods of this paper with some other previous methods
used in the field in question, it is possible to present Fig.13. based on the study conducted with a joint
data set in 2019 [3].

The data in the diagram of Fig.13. are also summarized in Table 3 and show the proposed methods in the
present study have higher performance with 99.76% and 99.98% accuracy (average) than the compared
methods, which shows the supereminence of the methods presented in this paper.
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Figure 13: Diagram of comparing the accuracy of the proposed methods with some other methods

Table 3: Comparison of the accuracy of the proposed methods with some other methods.

Method ACC (percent)
HMM 99.86
Adaboost M1 93.57
Naive Bays 71.18
Pattern Recognition (Average) 99.76
Pattern Recognition & PCA (Average) 99.98

Also, in comparison with the research that was conducted in January 2022 [2], and part of its data set is
the same as the data set of this research, we can present Fig.14. The chart of Fig.14. shows the comparison
between the percentage of correctly identified anomalies by the proposed methods of the present paper
with the "Machine Learning Method", "Entropy Analysis Method", "Signature Analysis Method" and
"Complex Method". Based on the results presented in Fig.14. which are also summarized in Table 4,
it can be concluded that the method of pattern recognition based on the neural network, both in the
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approach of implementing the feature extraction phase and in the approach without implementing the
feature extraction phase, has higher accuracy in the field of computer networks anomaly detection.
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Figure 14: Diagram of comparing the correctly identified anomalies by the proposed methods with some other methods

Table 4: Comparison of the correctly identified anomalies by the proposed methods with some other methods.

Method ACC (percent)
Machine Learning Method 94.20
Entropy Analysis Method 96.30
Signature Analysis Method 97.20
Complex Method 98
Pattern Recognition (Average) 99.76
Pattern Recognition & PCA (Average) 99.98

5. Conclusion and Suggestions

Computer networks anomaly detection is one of the most significant challenges that specialists in this

field face to maintain the normal characteristics of the network and protect the information. In this regard,
the proposed approach in this paper that uses pattern recognition based on neural networks succeeded
in detecting anomalies in computer networks with 99-100% accuracy. Also, due to the very high speed
after feature reduction using PCA algorithm, the total time required to perform the proposed method is
less than 10 seconds, which makes it possible to use this method in online systems.
In order to enhance the proposed method of this research, considering some weaknesses of the algorithms
used in this research, it can be combined with other algorithms. For example, the genetic algorithm or
some other metaheuristic methods can be replaced with the PCA algorithm in the feature extraction phase.
Moreover, since the detection of anomalies in computer networks belongs to the diagnosis problems,
these anomalies can be detected through a fuzzy inference system [24] that can be the subject of future
researches.
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